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ABSTRACT

Due to the increased complexity and wide adoption of information
systems, security failures have become commonplace. Furthermore, a
security failure may inevitably result to litigation actions as in many
cases third parties may be adversely affected. As such, it is not a
matter of "pulling the plug” or "rebooting the system"; the causes of
failures as well as the offenders need to be identified and the
corresponding digital evidence needs to be collected in a manner that it
is admissible in a court of law. In this presentation we will initially
introduce relevant terms such as cybercrime, digital evidence and
incident response and present open research problems and challenges in
this domain.

The seminar series is open to all members of staff and students of CITY and to any externals that wish to
attend.
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